Guy presented over view of SSO and requirements.

VOPassport – a service which sites may ask for user details from to make registration seems to have been forgotten. Optional place for user to store info and allow it to be poassed to services

Groups – does not work as suggested. Can not be university department. In JHU astronomy only some people are part of the SDSS collaboration. The collab group spans many other university groups. More complex than we might think and probably need to leave the groups with the servers. Andy suggests multiple community membership – brings its own problems. Lets concentrate on Identification/Authentication (wil).

Tanaka presented JVO Globus usage. 

LDAP = Local Directory access protocol – all agreed common and useful.

GT4 not used by JVO. 

Peter- Are there always problems with GT – yes and even 4 is not better. 

Ray points out its not a mature as it might be if you look at the age because there is always some major change (might be encouraging- guy).

Ray presented Auth in the VO concurs with Guy mainly.

(wil)Does every user need CA certs – no just need them on the server you are going to use. 

(Severin)What do you mean by VOProject (slide16)– certain NVO would run a CA. Smaller projects might decide to use one of the larger project CAs. Need to get a global approach now to avoid going down grid route. Andy – VOProject = any one who wants to act as point of entry – no a portal is a point of entry. Guy – would you allow registration in department with reference back to central  repository. Noel – delegation supported ? YES.

(Kevin) So it does not matter if it’s a long term cert or a short term cert – YES.

(Guy) Finesse on the CA. Dept issues Cert countersigned by Project CA. Ray feels this may not be supported. Need to experiment.

(Andy) University obvious place to drive SSO , they will take technology choices. Thought Shibboleth was gaining momentum. Should we be worried the are adopting this? Ray – it is not that popular in US. We have to do what the university systems do. We have to get ready for their choice of SSO. 

(Peter) Proprietary data based on European Nationality no longer true (April4). But do have inherited agreements.

Guy on Atrogrid. AG1 did community based on one shot password – no certs. This will be passed over for certificates. We have set up soft for registering users in (multiple) communities. Multiple registration points are ok.

Wil presented CasJobs and VOStore. 

Guy presented Shibboleth review. Why its not so good for us now – but some of them might work (Attribute-Servers, and local sign-in). No questions we can have COFFEE !

Guy presented SSP arc model – wants PR for year end.

Ray - looking at use case for delivering proxy cert from portal to client app on fly. Client app is helper to browser can talk securely to services. Client is authenticated to portal. Is this general can can it become part of proposal – not critical for now.

Ray – I have been thinking of groups which span origins. Users will be members of many groups. Groups have two functions: Verification of identity and association of authorization. Community is on university level? Possibly,  not necessarily. Community could be national VO project if that’s best (but requires identification of user to some person in issuing site)

Go to portal site to login – goes to well recognized login site to login and auth info (cert) is sent to the portal. Can still be spoofed. URL on page – spoofable. User agent has to have certificate. Norman - is there a problem of making user gets certificates – requires user to get cert(tedious) and know how to use it. HEP has done this! They have big incentive lot of storage and processing power. Different browsers do certs differently – should we standardize browser? Would make life easier – what about apps.

Groups based on communities are for Authentication – (wil) wording needs to be less community based for groups. Ray – group for observing on project defined by PI – members will be members of many groups. How the services figures out groups is up to the service. Observatory will define and control groups themselves(Ray). Tony thinks the observatories might delegate to groups defined in community. (Ray)NOAO has proprietary data – they will have groups and users registered. 

Agree that groups may be defined in communities – need interface for this. But service may do its own groupings.

Ray – says embed groups in certificates. But this still requires looking up groups

Kevin – can user choose group to run as. No service uses union of groups. 

Could encode groups in SAML inside cert instead of putting SAML in SOAP. Ray suspects we need both approaches.

Delegation – should do restriction later (wil) Guy says this means no delegation. Ray- in Globus the service has a cert which is uses to make a user Proxy. Then Guys model is not needed.  Only need community based delegation for finer control – could do simpler thing first. Ray – can we prevent service from doing it the Globus way. Cert has a flag which allows proxy cert generation or not. Service needs to act on the assertion. Ray – assertions are always to enable something.

Peter – does user make access restrictions? Yes User does it. How does he know what to do. What is use case – two ways to do something one may cost something -  you may not trust the servie entirely. E.g. I may ask a service to do X and then put data in a VOStore – I may trust the VOStore but I might put an SAML assertion on the message to X meaning that the VOStore is restricted for one operation or particular write.

Wil – too complex for the user to do this – Peter agrees.

Dave – SAML assertion contains list of groups – restriction on group membership.

Tony – is this something everyone has to do up front or can one project bolt it on 

Guy – could be a Version 2 thing

Road map – version 1 for year end – is that ok – YES. 

Ray – isolate minimum we need in the interop standard.

Guy – split in how to do Certificates and How to do externally defined Groups (NO).

Ray – separate standard for Origin based authorization. Over next mont lets list functionalities and which are required and optional.

1 month for document – need two implementations – Before October ?

VOTech will do it – Ray NVO will do it. 

Who else wants in ? Markus wants to talk about this at ESO.

Protypes 3rd quarter, Looks like PR can be out for year end. 

*** Use GT delegation mechanism  in document for now,

*** Consider for version 2 restricted delegation using SAML.

*** Need to Consider spoofing user to get names and password. Do this on the list and get  resolution before issue PR.

