
Collaborative data-driven science

https://alpha02.sciserver.org/
https://alpha02.sciserver.org/


Collaborative data-driven science

 SciServer is a system for advanced analysis 
in a collaborative environment for large 
scientific datasets.
◦ For SciServer as a science platform see GWS2

◦ Overview: www.sciserver.org

◦ Latest: https://alpha02.sciserver.org

 RACM is the Resource Access Control 
Management component of SciServer
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 Not all public:
◦ Databases in CasJobs/SciQuery

 Including MyDB tables

◦ Data Volumes
◦ Docker Images
◦ User Volumes

 Need to be able to restrict access to “public” data
 Need to be able to share access to “private” data 

with others
 Need to be able to get listing of all resources a 

user has access to, with actions it can perform.
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RACM uses a flexible data 
model for representing who
is allowed to do which
actions on each resource.

Implemented using updated 
version of VO-URP (Lemson 
& Bourges, Trieste 2008)
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 Define and manage users and groups
◦ Support nested groups

 Define and manage system resources
◦ and what can be done to them

 Define and manage resource management 
contexts
◦ “which application manages the resource”

 Define and manage access controls between 
user(group)s and resources
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 “things”, like
◦ Database, User volume, 

Data volume, Docker image

 Managed by ResourceContext
◦ CasJobs, FileService, RACM
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 Define types of resources
◦ E.g. database, table, volume, docker image

 And classes of ResourceContexts
◦ CasJobs/SciQuery, FileServices, Compute 
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 Actions are operations that can be 
applied to Resources of certain 
ResourceType
◦ read, write, grant

 Roles group actions for efficiency of 
association
◦ guest, admin, user
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AccesControl links 

Resource /

[Action|Role] /

[User|Group]

Defining who can

do what on what
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 Action MUST be defined on a ResourceType
 Some operations are more context level:
◦ “create”, “define”
◦ For those we define a “__rootcontext__”  ResoureType

on each ContextClass that needs such actions

 Similarly for access controls: must be defined 
on Resource 
◦ Access controls for “class actions” are on a 

__rootcontext__ Resource defined on ResourceContext
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 REST API for all major features
 Abstract model allows new resource types to be 

defined
 Can be used by external applications as an access 

control framework for their own resource types, 
actions etc

 Example notebook for creating “course ware” 
environment

 Documentation in preparation
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