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To produce use-cases (astronomy, bioinformatics,

nanoelectronics and others), and prototype PDP
implementation

http://www.nesc.ac.uk/hub/projects/agast/
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Advanced Grid Authorisation using Semantic
Technologies

There are multiple authorisation systems, of which
PERMIS, Shibboleth and XACML are well-known

But they’re hard to use (lots of if-then-and-xor), hard

to integrate, and don’t do delegation/decentralisation
naturally

So take an alternative approach, based on class
membership



agast



Policy 1 spARQL ACH

A\

-4 PEP

Access decision I

Access request




PDP/ADF: Is user X provably a member of the class
of people allowed to do Y?

ADI: ontology defining relevant classes

ADI: information about user X, expressed as RDF
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Asserted class hierarchy Inferred class hierarchy

v @Thing
v @ GeographicalLocation
v @ AfricanLocation
Egypt
RepublicOfSouthAfrica
v @ EuropeanLocation
France
Germany
UnitedKingdom
v @ NorthAmericanLocation
UnitedStatesOfAmerica
v ©GroupOfPeople
v @Collaboration

[ )
//AI I W fr m I I r I n CollaborationXMember
v @lInstitutionalGroup
& CambridgeUniversityPerson
CentreDeDonnéesDeStrasbourgPerson
EuropeanSouthernObservatoryPerson
HarvardUniversityPerson
memmuopers, or memmuoers Ol european
’ UniversityOfCapeTownPerson

UniversityOfLeicesterPerson
v ©Person

institutions; allow partial access to e —

PersonAtUKInstitution
v @ PersonWithAccessRights
CanSeeAllData

members of african institutions”

An ontology of people and locations

UnitedKingdom

» NorthAmericanLocatior

° ° , GroupOfPeople
4 Person .
[the example 1s Guy Rixon’s] e, | et

PersonAtAlricaninst PersonAtUKInstitution
PersonAtUKInstitut:

v U PersonWithAccessRigh

= Lanses

CanSeeflaggedData

PersonWithAccessRights



Group and institution membership:

@prefix : <urn:example#> .
@prefix ac: <http://eurovotech.org/access-control.owl#> .

:Norman a ac:UniversityOfLeicesterPerson, ac:CollaborationXMember.
:Guy a ac:CambridgeUniversityPerson.

:Markus a ac:EuropeanSouthernObservatoryPerson.
:Sébastien a ac:CentreDeDonnéesDeStrasbourgPerson.

:Jonathan a ac:HarvardUniversityPerson;
a ac:CollaborationXMember.

:Nelson a ac:UniversityOfCapeTownPerson;
a ac:CollaborationXMember.

: Tutankhamun a ac:UniversityOfCairoPerson.

Equivalences:

@prefix owl: <http://www.w3.0rg/2002/07/owl#>.
<urn:example#Norman> owl:sameAs <mailto:norman@astro.gla.ac.uk>.
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SPARQL:

prefix : <http://eurovotech.org/access-control.owl#>
ask { <mailto:norman@astro.gla.ac.uk> a :CanSeeAllData }
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SPARQL:

prefix : <http://eurovotech.org/access-control.owl#>
select 7person
where { ?person a :CanSeeAllData }

using ‘curl’:

% curl --header content-type:application/sparqgl-query \
--data-binary @access-all.rqgq \
http://localhost:8080/quaestor/kb/testing \

--header accept:text/csv

person

mailto:norman@astro.gla.ac.uk

urn:example#Norman

urn:example#Guy

urn:example#Nelson

urn:example#Jonathan
%
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status



Identified relevant domains

preliminary use-cases, due to be elaborated

turning use-cases into ontological policies ... to come

reasoner-based PDP prototyped
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