
Challenges on implementing
token-based A&A
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JWT



OpenID Connect (OIDC)



Tokens in IA2 portals
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wget --http-user=<username> --http-password=<password> -i files_list.txt

●
wget --certificate=<certificate-file> -i files_list.txt

●
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wget --header="Authorization: Bearer <token>" -i files_list.txt
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Command line access to private data
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RFC 8252 - OAuth 2.0 for Native Apps



Key distribution using JWKS endpoint
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Credential delegation with tokens

●

●



Credential delegation with tokens

{
  "sub": "bob",
  "client_id": "A",
  "aud": "B"
}

{
  "sub": "bob",
  "client_id": "B",
  "aud": "C",
  "act": {
    "client_id": "A"
  }
}



Final thoughts
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