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Overview

Overview of OAuth2, OpenID Connect and JWT
IA2 use case

Non-browser access with OAuth2 (discussed at ADASS BoF on Science Platforms)
Key distribution using JWKS
Credential delegation with tokens




OAuth2

It’s an authorization protocol. A simplified view:

Access Token
(+ Refresh Token)

Resource
Owner




2 categories:

e reference tokens
o they are just a handle
o an additional call is needed to validate the token and retrieve its content
(e.g. /auth/check_token)

e self-contained tokens (e.g. JWT)
o all the information is stored inside the token
o can be validated by the receiver because they are signed or encrypted




JWT

D0 & jwt.io
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Encoded

eyJBeXAi0iJKV1QiLCJhbGci0iJSUzITNiIsImtpZC
I6IjMOZmU4MDCcWMDVhNTcxMTYifQ.eyJpc3MiOiJze
28uaWEyLmluYWYuaXQilLCJzdWIiOiIxIiwiaWF@Ijo
XNTcwMzg3MTI2LCJ1eHA1I0jE3NzAzODYzMDAsIm5hb
WUi0iJTh25pYSBab3JiYSIsImF1ZCI6ImdtcyIsImV
tYWlsIjoiem9uaWEzMDAWQGdtYW1lsLmNvbSIsImdpd
mVuX25hbWU10iJTb25pYSIsImZhbW1seV9uYW1leo
iWm9yYmEifQ.LAdrhvPwHtIHINWeuqAn300kCT53X5

HbhTqewFt-

FxpP0zGVpOEAqoXTMsYD9hj_bJio7cso9pECET1J11m
S7dde70p6J5q3DUy58Y88rhLrxfJBV_ 8~
IM65VvBLY32yqDs_LM3GvXf1lK_olHP1nXUC2FQgFDD

/X
TWQ3Knw4oTc-LzLh8fMPI1-
4QsknYxx

9zBmw6 jHEMglnnBhaJ6JFiAkUzXVdg711

37saDoY1B_fLvJqJkSzYSznt62d_wY

z3HTHDNrixXmMyoEZV51aSB5Jyac9ifth3_ecdpXz65
KgqBUKWXRhQoHtV_x0IKs41hro-wYEJ1c-rpg

Decoded
HEADER:
{
“typt: JWTY,

"alg": "RS256",

"kid": "34fe8067005a57116"

PAYLOAD:

VERIFY SIGNATURE




OpenlID Connect (OIDC)

OpenlID Connect implements authentication as an extension to the OAuth 2.0 authorization process.

An id_token, a JWT containing identity information, is returned together with the access_token and
refresh_token in a OAuth2 response.

"access token":
"BjYzcyNmEzMmI3YzA2MGY2MmEYNDMzNzR1YWYzM2V1INzg3ZDM3
ZGE30TIXY]jIOOGEWZWNhMTY4ZWISYWZKOWI20WY3NTIzNjZINDV
JMDRKYThmYmE3ZGFIN2==",

"refresh token":
"NmI3YjEIMGIINjQXxZWRjNjU2YjYwOGYOOWRmMYzk3MGMINWIYOG
M1ZjKkON2I5ZWEIMTE3YVINDK2MTIZzYjhhMDFjNzZEwWZDEYYTM5YW
QyMmQ5ZDIzMR1Mzc1MQ==",

"token type": "Bearer",

"expires in": 3600,

"id token": "eyJhbGci0iJIUzIINiIsInR5cCI6IkpXVCJI9
.eyJzdWIiOiIxMjMONTY30DkwIiwibmFtZSI6IkpvaG4gRGIlIi
wiaWFOIjoxNTE2MjM5MDIyfQ
.STIKXxwRISMeKKF2QT4 fwpMel f36P0k6yJV adQssw5c"




Tokens in |A2 portals
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Command line access to private data

Basic-Auth

wget --http-user=<username> --http-password=<password> -i files_list.txt
e X.509

e OAuth2?
o Step 1: obtain a token [...]

o Step 2: useit:
wget --header="Authorization: Bearer <token>" -i files_list.txt

Step 3: refresh the token?



RFC 8252 - OAuth 2.0 for Native Apps

Main issue: OAuth2 protocol is based on redirects, so a browser is needed in order to
insert the credentials and go back to the caller application.

e Solution: redirect to a special URI:
o listen on a port (127.0.0.1:<port>) +  Proof Key for
o  register private-use URI schemes (com.example.app://something) Code Exchange

o claimed https URI (PKCE)

e +keep in mind that tokens expire

It is necessary to build complex clients!




Key distribution using JWKS endpoint

JWT are used for communication between services

When JWT are signed/encrypted with asymmetric cryptography (e.g. RSA) they are good for scalable
infrastructures

Public keys have to be distributed between nodes

Keys must be renewed after some time (key rotation)

REC 7517 (JSON Web Key) defines JWKS: HEADER: ALGORITHM & TOKEN TYPE
{
"keys": [ {
{ “RYPE INT,
n kty" : "RSA" , "alg" &« NRE256" %
"kid": "32dc45a9102504cf", "kid": "32dc45a9102504cf"
"use": "Sig", }

"n": "yyQkO0-yE5hXvveSV23zAnnhkrrLMO2wZFTcWte
-gQhkwZVmlen4VHkfOuCfIjb2QMKujyUHQkWdRRCwyaJEdx
OL-kI8SSLibqYpyj51PyXY3RfP6D 2A0QTbHp XUJmwzl3h PAYLOAD: DATA
AwANsMGlaz8n1lA7gof 5-dqs1ZIJH-B9sA8LrYc=",

"e": "AQAB"




Credential delegation with tokens

Simpler case: token relay (service B forwards received bearer token to service C)

Not always possible:

e some systems require the usage of the “aud” (audit) claim: the name of the recipients that the JWT is
intended for (the target service)

e some systems use the “jti” (JWT ID) claim to prevent token reuse




Credential delegation with tokens

Using OAuth 2.0 Token Exchange (Internet Draft)

{
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Final thoughts

OAuth2/0IDC (but also SAML) is difficult to implement for non-browser access.
Moreover the standard is quite new and evolving compared to X.5009.

Involved VO standards:
® SSO Profile: Authentication Mechanisms

e Credential Delegation Protocol

Should VO client applications (e.g. TOPCAT) support OAuth2/0OIDC authentication?




